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Abstract: To further improve the accuracy of application-layer DDoS attack detection, an application-layer DDoS at-
tack detection model is proposed to combine traffic and user behavior features and to update model parameters efficiently.
To integrate the heterogeneous data of traffic and user behavior characteristics, a multimodal deep learning(MDL) neural
network is applied to extract the deep features of traffic and user behavior, which are employed for detection. To alleviate
catastrophic forgetting in the update process of the MDL neural network, a penalty item is added to the important parame-
ters based on the elastic weight consolidation(EWC) algorithm. The detection performance on the new dataset is improved
while maintaining the detection accuracy of the initial training dataset. Based on the K-Means algorithm, the clusters of the
initial training dataset are calculated. To prevent the EWC algorithm from failing due to high data correlation, the data out-
side the clusters are used to update model parameters. Experiments show that the detection accuracy of the proposed applica-
tion layer DDoS detection model reaches 98.2 %, and it has better model update performance than the MLP_Whole method.
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